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Abstract. The article presents an electronic anti-theft protection subsystem that was incorporated into the
vehicle control system dedicated to people with special communication needs. The aim of the work was to
design and test an electronic subsystem allowing for the acquisition and quick analysis of fingerprint images,
checking whether they belong to the vehicle owner and generating a signal allowing the vehicle to be started.
The following hypothesis was put forward: it is possible to use artificial intelligence for accurate, automatic
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classification of fingerprint images acquired in a system with a single-chip microcomputer in order to identify
a person. The research niche includes the use of biometrics in electronic anti-theft security adapted to
people with special needs. This solution reduces the risk of theft and unauthorized use of special vehicles
tailored to the owners’ individual needs. The use of a commercial algorithm offered by the sensor manu-
facturer or the use of artificial neural networks for the classification of fingerprints was considered. The
results of research on the accuracy of fingerprint recognition obtained from the developed subsystem
are presented. The experiments performed based on the NASNetLarge artificial neural network model
confirmed the possibility of achieving recognition accuracy for the test set of 99.99%. Additionally, practical
aspects of the applicability of the presented device in an electric vehicle control system supporting the
movement of people with physical and/or intellectual disabilities were discussed. The presented solution,
after minor modifications, can be used in access security systems for protected rooms, as well as vehicles
and military equipment.

Keywords: artificial intelligence, biometrics, electronic system, fingerprint sensor, anti-theft protection

Abstrakt. W artykule zaprezentowano elektroniczny podsystem zabezpieczen przed kradziezg, ktéry zostat
wiaczony w system sterowania pojazdu dedykowanego dla 0oséb o szczegdlnych potrzebach komunikacyjnych.
Celem pracy byto zaprojektowanie i przebadanie podsystemu elektronicznego pozwalajacego na pozyskanie
i szybka analize obrazéw odciskéw palcéw, sprawdzenie czy naleza do wiasciciela pojazdu i generowanie
sygnatu zezwalajacego na uruchomienie pojazdu. Postawiono nastepujaca hipoteze: mozliwe jest wykorzysta-
nie sztucznej inteligencji do doktadnej, automatycznej klasyfikacji obrazéw z liniami papilarnymi, pozyskanych
w systemie z mikrokomputerem jednouktadowym, w celu identyfikacji osoby. Nisza badawcza obejmuje
wykorzystanie obszaru biometrii w elektronicznych zabezpieczeniach antykradziezowych dostosowa-
nych do oséb o szczegdlnych potrzebach. Rozwigzanie to pozwala na zmniejszenie ryzyka kradziezy oraz
uzytkowania przez osoby niepowotane pojazdéw specjalnych dostosowanych do indywidualnych potrzeb
wtascicieli. Rozwazono wykorzystanie algorytmu komercyjnego, oferowanego przez producenta czujnika
lub wykorzystanie sztucznych sieci neuronowych celem klasyfikacji odciskow placow. Przedstawiono wyniki
przeprowadzonych badan nad doktadnoscia rozpoznawania odciskéw palcéw uzyskane z opracowanego
podsystemu. Przeprowadzone eksperymenty w oparciu o model sztucznej sieci neuronowej NASNetLarge
potwierdzity mozliwosc¢ osiagniecia doktadnosci rozpoznawania dla zbioru testowego na poziomie 99,99%.
Dodatkowo, oméwiono praktyczne aspekty stosowalnosci przedstawionego urzadzenia w systemie stero-
wania pojazdem elektrycznym wspomagajacym poruszanie sie oséb z niepetnosprawnosciami fizycznymi
i/lub intelektualnymi. Zaprezentowane rozwiazanie, po niewielkich modyfikacjach, moze zosta¢ uzyte w
systemach zabezpieczen dostepu do pomieszczen chronionych, a takze pojazdéw i sprzetu wojskowego.
Stowa kluczowe: sztuczna inteligencja, biometria, system elektroniczny, czujnik linii papilarnych, zabez-
pieczenie antykradziezowe

Introduction

Over recent years, biometrics has become a much more extensive field than at
the beginning of its existence. Researchers have begun to deal with various aspects
of its development and are finding more and more innovative ways to use it. It is
intensively developed in the field of medicine, where biometric systems combined
with vision algorithms allow for the automatic identification of pathological lesions
in the retina of the human eye (Marciniak et al., 2023), X-ray images of the lungs
(Natashia, 2020), the recognition of cancer lesions in computed tomography images
(Ma et al.,, 2020) and recognizing driver fatigue (Poliak et al., 2023). Application
solutions dedicated to mobile phones are also available, allowing for deep learning
of characteristic vein patterns from a 2D image obtained using a smartphone
(Garcia-Martin and Sanchez-Reillo, 2021). Regardless of the current research on
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the implementation of biometric systems, their inherent part is the use of methods
that belong to the field of artificial intelligence (Berghoft et al., 2021). Automatic
fingerprint recognition systems are widely known and are used in securing banking
systems (Venkatraman and Delpachitra, 2008, Lisowska and Wascinski, 2021) and in
forensics (Rigano 2019). Other areas of application of biometric security include car
anti-theft systems (Sadhukhan et al., 2017) and access control in buildings (Nexus
Integra, 2023) or a convenient way of logging in to mobile devices (Priesnitz et al.,
2023). The most common approach when designing biometric systems is to build
hardware architecture and develop an identification or authorization algorithm
from scratch. Recently, however, solutions that can be used have begun to appear in
existing automation systems, as a subsystem improving the access control process
(Bosch Security Systems 2023). A modern access control system can even be used
to protect against theft of vintage cars. The value of vintage cars often equals or even
exceeds the cost of purchasing a new vehicle. The electronic biometric subsystem is
incorporated into the electrical circuit of the classic engine ignition system, preven-
ting unauthorized engine starting. This type of modernization involves the use of an
appropriate fingerprint sensor, which is mounted in a hidden but easily accessible
place for the driver, and an electronic system that processes the signal representing
the fingerprint. When the subsystem classifies the fingerprint as belonging to the
owner, it generates a signal allowing the vehicle’s engine to be started (Rajca and
Sobczak, 2023).

Among the known methods used by biometric data processing algorithms, the
main ones used are convolutional neural networks (CNN). Based on these archi-
tectures, both medical and fingerprint images can be processed (Jian et al. 2020).
Algorithms from KNN (K-Nearest Neighnor) (Shamil et al. 2020) or others using
SVM (Support Vector Machine) are also used to extract desired features from ima-
ges. Recognition accuracy is therefore related to the accuracy of calculations that
determine the degree of similarity that guarantees that the acquired fingerprints are
recognized as the owner’s fingerprints (Lula 2019). The use of convolutional neural
networks allows for machine learning of feature representations and recognition.
Deep learning architecture tune pre-trained model based on ImageNet (Minaee et al.
2023). Currently, research results are being published that indicate 100% accuracy in
biometric image recognition using artificial intelligence algorithms. In (Nsaif et al.
2021), such accuracy was achieved thanks to the use of the Faster R-CNN (Region-
-based Convolutional Neural Networks) cascade with Gabor filters and the Baes
model in eye detection. Multimodal experiments with CNN models also achieve
high accuracies of 98.84% for the AlexNet and VGG-19 architectures (Wang 2022).
However, such complex algorithmic structures require high computing power and
an appropriate class of equipment.

This article presents the results of research on the accuracy of fingerprint recognition,
which was carried out on an original photo database. The research was conducted based on
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the NasNetLarge model and the Google Colab environment. The images were obtained as
a result of the design and construction of an electronics subsystem conta-
ining a fingerprint sensor intended for inclusion in the vehicle start-up con-
trol system for people with special communication needs (Koniak et al. 2022,
Hryciéw 2022). Designed technological concept together with the rese-
arch carried out, it constitutes a solution that, combined with the previously
tested electric vehicle control system (Goral et al. 2019), allows us to isolate
an extremely useful and important area of implementation of biometrics research.

Electronic subsystem using a fingerprint sensor

Fingerprint sensors have been the subject of scientific research for many years
and are being developed as part of research on the detection of biometric features
and their practical application, e.g. in access control devices. There are various finger-
prints detection methods: optical (analogous to taking a “photo” of a placed finger),
capacitive (fingerprints create certain valleys on the skin and ridges that influence
the change in capacitance), ultrasonic (changes are analyzed in the ultrasonic wave
reflected from the fingertip), thermal (differences in depth between the ridge and
valley of the fingerprint allow the line pattern to be detected by small measurable
temperature differences on the thermistor array) (Nowak 2023), or even based on
optical coherence tomography, which allows the internal copy of fingerprints to be
imaged when the external skin is damaged (Korohoda et al., 2014).

The designed electronics subsystem uses a capacitive fingerprint reader from
Waveshare (Waveshare 2023), which is presented in figure 1. The used capacitive
sensor, due to its nature, cannot work in difficult environments - dusty, humid or
with a dirty fingertip. The module can be used using a library to support the module
in Python (for Raspberry Pi) and C++ (for Arduino or STM32).

Thanks to the use of available library functions, the program algorithm comes
down to creating appropriate conditional statements. In a loop, Raspberry Pi waits
for the sensor signal conditioning board to report that the measurement field has
been touched. It is then possible to use the manufacturer’s functions (closed source,
which are contained inside the microcontroller within the sensor itself) or to send
raw data (fingerprint images), which can be further processed, e.g. by testing other
fingerprint analysis methods. Regardless of the chosen method, the result of pro-
cessing the acquired data is the logical value “true” (the correct fingerprint of the
vehicle owner) or “false” (the fingerprint of a stranger). Logical values are represented
digitally through program variables. It allows for further processing of the obtained
signal, which remains the responsibility of the programmer. The obtained signal,
after software classification as owner/intruder, can be used to generate a sound or
light signal or to control a relay.
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Fig. 1. Capacitive fingerprint reader
Source: Waveshare

Figure 2 shows a block diagram of the idea of using a capacitive fingerprint reader in
an electronics subsystem containing a RaspberryPi microcomputer and an opto-
-isolated relay module. The presented electronics subsystem was developed as a
concept for using an electric vehicle in the control system to support the movement
of people with physical and/or intellectual disabilities, which includes a Siemens
PLC controller in its hardware architecture (Koniak et al. 2022). In the presented
concept, after activating the opto-isolated relay, a voltage signal of 24V is transmitted
to the controller controlling the vehicle, which will take the appropriate action, e.g.
allows/disallows to start the vehicle.

For preliminary experiments, a prototype system was assembled, shown in
figure 3. In order to ensure the correctness of the software verification of the owner/
intruder fingerprint classification, sound and light signaling has been included.
Turning on the green diode is identified with owner’s fingerprint recognition. The
obtained signal activates an opto-isolated relay, which transmits a signal to the PLC
controller - permission to start the vehicle. The lighting of the red diode is identified
with the recognition of the fingerprints of an intruder (potential thief). It activates
an audible (alarming) signal and an opto-isolated relay transmitting a signal to the
PLC controller - no permission to start the vehicle.
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Pl
Relay module PLC (e.0. Vehicle emg:w
omlﬂ.'ﬂm; Siemens) drive contactor)

Fig. 2. An example concept of connections between individual components
Source: Own study

Fig. 3. Prototype of the system (1 - Raspberry Pi microcomputer with connected peripheral device
cables; 2 - LEDs and buzzer as simple user-interface; 3 - actual Waveshare fingerprint sensor with
a signal conditioning board; 4 - relay module)

Source: Own study

Results of experimental studies

The designed electronics subsystem with a fingerprint sensor was used to conduct
experimental research based on the convolutional neural network algorithm model called
NasNetLarge. The acquired fingerprints were divided into two catalogs, each containing
1,000 photos. Catalogs of prints belonging to the owner and another person treated
as an intruder (potential thief) were identified. Experimental tests were carried out
using the Google Colab environment dedicated to machine learning due to the free
provision of computing resources for educational purposes and graphic processors.
Figure 4 shows sample images of the acquired fingerprints. These images were
acquired in various lighting conditions, thus reflecting the actual conditions for
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obtaining fingerprints on the target device (electric vehicle) where the capacitive
fingerprint reader is to be installed.

Fig. 4. Sample images obtained from the electronics subsystem
Source: Own study

Then, a data augmentation technique was used on the acquired images, which
consists in adding copies of them to the existing photos, which were subjected to
various types of manipulation with random coefficients. This operation aims to
avoid overfitting the convolutional neural network used and allows for expanding
the existing training data set (Baby 2023). Figure 5 shows the resulting images
subjected to the augmentation process - some transformations are visible, such as
stretching, rotation and others.

c X

Fig. 5. Sample images after augmentation surgery
Source: Own study

The accuracy results of fingerprint classification within 10 epochs (attempts to
train the network) based on the NASNetLarge model are presented in the chart in
figure 6. The ,accuracy” parameter, i.e. accuracy, is calculated as the ratio of correctly
recognized samples in relation to all samples that the network tried to recognize
(Gad 2023). In order to prevent the phenomenon of model overfitting (Anon 2023)
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and maintain reliability during testing, the photo database was also divided into
training, validation and testing sets.

Training and validation accuracy

0.98 /_\/\- _—

acCuracy
o o =] =]
-] -] w0 w0
a @ & N

2
@
=

— frain

walidation

o
=)
(=]

] FJ 4 L] a8
Epoch numbser

Fig. 6. Recognition accuracy plot for training and validation set
Source: Own study

The results of the sum of errors for the training and validation set are shown
in figure 7. The ,,loss value” parameter - the loss function - is a coefficient trying to
predict how often the network will make mistakes and it is one of the key values
that determines the direction of evolution of the coeflicient weights during learning
process (Verma 2023).

Training and validation loss
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Fig. 7. The sum of errors for the training and validation sets
Source: Own study
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Conclusions

The presented solution allows us to connect the designed electronics subsystem with
a fingerprint sensor to any PLC controller installed in a vehicle. We also presented a
concept for using this solution in an electric vehicle adapted for people with special
communication needs. This technology is intended to protect against theft or unwan-
ted starting of vehicles by unauthorized persons, but in such a way that starting it by
the owner - a person with special needs - is simple and does not cause difficulties.

The artificial convolutional neural network model was trained based on the
author’s database of fingerprint images obtained from the electronic anti-theft
protection system. After 10 epochs, the network found relationships, details and
nuances in the training data that allowed it to work with data that was not yet known.

After the training stage, the model used allowed to achieve recognition accuracy
of 95.1% for the training set, 95.6% for the validation set and 99.99% for the test
set. Data augmentation techniques were used, including multiple cross-validation,
which means that each time a different part of the image database was used as a
testing set. The obtained results of the sum of errors allow us to conclude that the
training of the artificial network was completed at an adequate moment, i.e. when
the network was neither undertrained nor overtrained.

The combination of the presented solutions allows for improved protection of
vehicles adapted for the mobility of people with special needs and can be imple-
mented in other areas. They are dedicated mainly to people with physical and/or
intellectual disabilities, for whom the proposed solutions can strengthen their sense
of security with specially adapted vehicles used. The scope of the presented research
shows the useful use of artificial intelligence to improve the quality of life and can
be expanded by using facial, eye or vein detectors.

It should be noted, however, that the applications of the proposed system are
not limited only to issues related to vehicles dedicated to people with special needs,
but (after adaptation) they can also be used in the field of access control, authori-
zation of machine and equipment operators, or as a tool for efficient identification
or quick confirming identity.
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