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Abstract. Cloud computing services constitute current proposal for virtualization of activities and
integration of different processes dependent on access to information resources. Cloud computing
services may eliminate access barrier and make it possible to use information resources in internal
and external relations for crisis management systems and crisis response systems. CC services can
strengthen organization potential and can help to improve information continuity by using many
proved and advanced applications.
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Introduction

Standards in the 21st century as well as dynamics of political, economic and
technological phenomena indicate the need for special care concerning information
resources and access with taking into account timeliness, completeness and coherence
criteria. Effective use of both internal and external resources results in an improve-
ment of potential of every operating (organisation) system and creates a specific value
added chain. In case of contemporary organisations, including crisis management
(response) systems — perceived as collection of organised processes performed in
close connection with the environment — information continuity becomes one of the
most significant criterion. Threats to the above-said continuity will imply a certain
level of risk. That risk will, at the same time, determine a level of security.

Functioning of every organization under the condition of the loss of information
continuity requires a special manner of perceiving as well as protecting informa-
tion resources. It concerns also the entire range of critical infrastructure, including
ICT systems and networks [9, 10]. It shall mean striving to improve the quality of
functioning with keeping the criterion of maximum effectiveness under certain cir-
cumstances. One of significant manners of searching a solution which will improve
the effectiveness of the information resources use in crisis management systems is
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“cloud” computing [3] defined as a possibility to access technical and technological
resources (including information) — perceived in terms of services — as well as po-
ssibility to use this platform in order to increase own resources (performance) with
keeping the criterion of continuity of functioning [4, 5].

1. Organisation functioning continuity in crisis situations

Criterion of business continuity shall mean in particular care for fulfilment of
all the conditions enabling performance of the statutory tasks of every organisation.
Critical infrastructure is a potential, which should guarantee the above-said conti-
nuity at the basic level. In fact internal potential of every organisation is limited to
a significant extent. Therefore, the use of resources of the environment should result
in potential increase as well as improvement of the level of business continuity in
emergency situations, in different types of failures and crisis situations [20]. The range
of negative processes and their consequences concerning the entire organisation will
probably differ and will depend on both a particular threat and its possible transfer to
other components/subsystems in a particular organisation. Every operating system
(every organisation) is characterised by specific level of tolerance to a particular type
of risk. It is conditional upon the quality of particular components (subsystems).

Environment is usually a potential source of crisis both as far as the forces
of nature are concerned, but also in the sphere of politics and culture, as well as
technology itself, which includes the phenomenon of cyber terrorism. However,
an environment may be also perceived as the source of opportunities, increasing
internal potential of a particular organisation. Every contemporary organisation, as
a relatively isolated system, but an open one — is related to an external environment.
This fact is essential for analysis of safety level of organisation, and, in particular,
it influences the level of implementation of objectives according to determined
operations strategy. Implementation of objectives under the conditions of signifi-
cant indefiniteness and uncertainty'may be threatened. Sources of threats may be
located internally and externally in case of every organisation. As mentioned befo-
rehand — one of contemporary threats involves the area of information technology,
and especially — ICT as well as relations resulting from it inside organisation, and
relations with the environment. Those technologies constitute trouble spot of all
management systems, including crisis management. Therefore, threats caused by
damage or destruction (e.g. resulting from natural disasters, acts of terrorism or
sabotage) to ICT infrastructure or prevention of access to information resources
may be a sufficient reason for information discontinuity. Information discontinuity
may directly violate organisational and material continuity.

1 M. Kostera (red.), Wprowadzenie, in: Nowe kierunki w zarzgdzaniu, WAiP, Warszawa 2008, p. 23.
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Specific character of functioning of each organisation depends on its structure,
which results in necessity of dedicated approach to safety of a particular entity. It is
worth noting that heading for process structures is determined by care for greater
flexibility and smaller susceptibility to crises or typical threats. New sources of threats
to the business continuity appear at the same time. The manner of actual management
of a particular organisation shall determine all aspects, including precise management
responsibility, resources management and monitoring as well as recording events and
their results for the sake of current analysis and system improvement. Therefore we
should base on sequence of processes and mutual interaction between them as well
as uniform criteria and methods of ensuring their effective performance with the
use of resources and information necessary for supporting the course and ensuring
the business continuity.

Crisis situation and crisis are related to a certain type of anomalies disturbing
normal operation of a particular entity. Business continuity may be disturbed in dif-
ferent spheres and its discontinuity may mean disturbance in operation in economic,
social, technical and information spheres. Generally speaking, it may be assumed
that crisis is a disturbance of the state of balance, with different scope and duration.
Crisis and crisis situation are caused by different threats, including chance causes
(natural) or assignable causes (intentional), which have an adverse influence on
operation of a particular entity and / or cause adverse (or even dangerous) changes in
its internal or external environment?2. In case of threats to information resources and
risk of loss of information continuity, potential actions of a man (or lack of certain
actions) or influence of force majeure — may result in loss of a certain level of “skills”
of technical resources, determining maintenance and release of relevant information
or may cause decrease in the level of security in the sphere of loss of confidentiality,
integrity or availability of relevant data and information. Then a necessity to identify
losses, resulting from the importance of implemented project and the very critical
process, becomes element of crucial importance3. In order to conduct a system threat
assessment a uniform threats classification and characteristics* should be applied
in a way enabling unambiguous taxonomy of threat types and categories as well as
intensity of their performance in relation to the possibility of counteracting them.
Both the criteria of threats division as well as threats categories directly illustrate
a potential risk. Therefore the sources of threats, predicted period of their effects
removal, threatened area and their predicted scope constitute significant criteria for

2 K. Ficon, Inzynieria zarzgdzania kryzysowego. Podejscie systemowe, Wyd. Bel Studio, Warszawa 2007,
p- 76.

3 K. Liderman, Initial identification of the term “natural disaster” and description of threats
with particular focus on information security (in the scientific research project PBZ-MNiSW-
DBO 01/1/2007).

4 The source: K. Ficon, op. cit., p. 82.
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taxonomy of threats to information resources. Categories of threats usually identify
time, scope and their propagation area. Intensity of threats may indicate a periodical
manner of threats appearance or their scalable value (small, average, high, great or
unknown). As far as practical aspects of dealing with risk and threats to information
resources are concerned [13, 15] it is worth to emphasize the reasons for risk of loss
of information continuity, type of disaster or environmental actions, including the
so called cyber terrorism.

2, Synchronization problems of crisis management decision
cycle with the dynamics of crisis situation

The essence of crisis management is making decisions in a limited time and in
changing dynamics and complexity of environment and organization. The decision
maker’s ability to control the organization depends upon the feedback received from
the organization as well as upon the information acquired from the environment. The
information delays make it harder for decision makers to understand the relation-
ships that govern the dynamics and complexity of organization and environment
in crisis situation. In the real crisis situations as well as during the exercises and
simulation experiments we often see decision makers struggling to keep up with the
pace of changes in the organization and environment. The delays occur on every
stage of decision cycle (recognition, judgment, choice, execution, feedback) making
it longer and non-stable.

Decision D(A) interpreted as a response to the current status A of organization
and environment (Fig.1) is executed after certain time At. Meanwhile the status
changes to B. In fact the execution of the D(A) influences the new status B the in-
formation on which has not reached the decision maker yet.

D(A) D(B)
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Fig. 1. Decision delay

Although most of decision makers realize the fact and try to synchronize the
decision cycle with the dynamics of crisis situation it happens that the acceleration
of the pace of status’ changes makes the synchronization impossible. Implementing
the delayed decisions may destabilize the organization and finally lead to the loss
of functioning continuity.
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3. Counteracting the loss of organization functioning continuity

Crisis management, including management of crisis response system should
concentrate on the fact that it is a complex action/process included into the entire
cycle of management under special circumstances, that is in the situation of risk or
uncertainty®. Management of safety of information resources constitutes an integral
element of information safety. Counteracting the risk of loss of information continuity
is an activity consisting in restoration of normal condition (or maintenance of that
condition), despite the occurrence of crisis situations and threats to the so called
critical infrastructure [7]. The problem situation occurs when current condition of
information resources and access to them differ from the desired condition® and
either undertaking proper internal actions or the use of external resources is required.
Therefore each organisation should ensure the conditions of effective activity, also
in case of threats or crises occurrence. Such purpose may be obtained by means of
creating an organisation security system, including a set of coherent measures and
coordinated projects in order to ensure smooth course of the processes of collecting,
maintaining, processing and revealing information’.

Integration between different processes [21, 22] of counteracting the loss of
organisation continuity is particularly important for the sake of creation of effecti-
vely operating system. It will be covered by statutory competence of management
of a particular organisation. Such operations and actions will be based upon legal
regulations and organisational and administrative procedures as well as available
human, information, material and equipment resources for different departments
of executive system (rescue, fire, evacuation, transport and similar units and de-
partments). Procedures for various processes implementation will constitute one
of significant elements of targeted crisis response system, including proper ways
of monitoring and identifying threats, counteracting those threats, which may be
predicted and prevented (e.g. breaking into computer system and the like) and ways
of responding — adequate for the nature of a particular threat as well as rules for
elimination of negative effects and rules for cooperation with external entities with
the use of threats notification systems. The above-said procedures should have an
individual character. It means, that their level of detail must be sufficient for a par-
ticular decisive level [6]. Specific action features should be approached in a uniform
manner with emphasizing the scope of operations and indication of who, where

5 Distinction between those terms is presented in: K. Bolesta-Kukulka, Decyzje menedzerskie, PWE,
Warszawa 2003, p. 190-194.

¢ J.A.F Stoner, R.E. Freeman, D.R. Gilbert jr, Kierowanie, PWE, Warszawa 1997, p. 239.

7 A. Bialas, Bezpieczeristwo informaciji i ustug w nowoczesnej instytucji i firmie, WN-T, Warszawa 2007,
p- 182.
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and when should use, and who and when should supervise and accept the manner
of implementing particular activities together with the scope of their monitoring.

An issue of information safety threatening is important for different entities
and public authorities. Protection of interests and safety of citizens and of the whole
society is a statutory duty to be performed by public authorities of every country and
every entity/organisation. Taking into consideration safety of information resources
its status should be that of “non-threatened, safe and certain”8. Therefore, crisis situ-
ations and threats should be perceived on one hand as resulting from the operation
of forces of nature (real occurrence of natural disasters and natural catastrophes),
and on the other hand as threats resulting from irresponsible human activity. The
manner and possibility of counteracting in each of those cases may differ significantly
even on the grounds of the level of potential and real risk occurrence. Projects related
to safety ensuring should have rather a preventive character and should consist in
recognising, detecting and preventing situations that may cause threats [11]. Tech-
nological development enables us not only to predict threats but also to reduce their
negative effects. It concerns in particular potential threats resulting from technical
failures in relation to the results of loss of information continuity.

On the basis of ISO 9000 standard [18, 19] one can ascertain that safety assu-
rance procedure, as well as information continuity may be specified as agreed upon
manner of conducting activity or process guaranteeing special safety level [14, 16] of
information resources. Procedure is in the form of document, which specifies targets,
defines responsibility and indicates the chronological order of executing particular
actions. It may be illustrated in the form of a system, where the process targets are
emphasized as well as threats, safety indicators and necessary input resources as well
as result of action and description of the very process and authorisations together
with specification of scope of responsibility. Procedures are usually part of planistic
documents, which relate safety policy to detailed/routine projects and involve mainly
threats avoiding (including reduction of subjective factors) or effective operation
in case of crisis situation (actual occurrence of selected threats). Safety procedures
are being prepared in particular for the operating unit. As mentioned before every
procedure should be adapted to universal model of contents (see Table No.1).

In order to ensure activity consistent with the relevant procedure all projects
should be presented in such a manner that would directly influence clarity of projects
covered by the procedure. Analysis® of safety assurance and maintaining information

8 Stownik jezyka polskiego PWN, vol. 1, Warszawa 1978, p. 147.

9 For instance analysis of event which took place in September 11, 2001 in New York (M. Gallagher)
shows the problem of shortcomings in continuity plans (broad range of disasters has not been taken
into account but in fact only single events). Furthermore, action plans (procedures) were too detailed
and ineffective and plans were difficult to obtain and outdated. Actions were too optimistic and
temporarily planned and action plans often have not even been tested, it constituted a significant
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continuity of every organisation allows for undertaking reasonable actions prior to
the crisis (preventing crisis situation) as well as after an undesirable event occurrence.
Attention should be paid to the fact that procedures and plans of continuity require
systemic approach to the matter of safety assurance to the organisation by means of
creation of integrated set of procedures. Development of multi-optional procedures
including various threats and corresponding organisational situations requires prior
preparation of procedures for preventive activities, activated in case of crisis situ-
ations and eliminating effects under real time and resource constraints. Continuous
threats analysis and adequate procedures updating are of significant importance. The
matter of organisational procedures prepared for the sake of information safety of
the organisation and effective response in case of threatening situation and crisis
situation always requires further formalization and unification. Moreover, procedures
and systems of safety assurance should be perceived in terms of counteracting acts
of cyber terrorism. One of the methods for increasing effectiveness of information
continuity procedure in case of crisis management system is the use of infrastructure
and services available under the “cloud” computing.

Table No. 1. Universal model of elements of crisis response procedures (safety)

No. Operation
1. Specifying name of entity that the procedure concerns and organisational unit as well as
location of its storage.
2. Name of the procedure, specification of used terms (short definitions) and specification
of number of pages where it has been described with place for annotations concerning its
updating.
3. Date of elaboration, data concerning an author and accepting entity as well as approving
entity
4. Specifying purpose of the procedure and the scope of its operation as well as indicating

expected results.

5. | Indicating major contractors and specifying persons (functions) responsible for operations
covered by the procedure

6. Specifying manner of acting in a given case that the procedure concerns. It may be
illustrated in the form of algorithm presenting the order of undertaken actions. Oral
presentation may be accompanied by a diagram. It may be also presented in the form of
legible graphic demonstration.

7. Specifying cooperating entities (internal and external) as well as indispensable physical
resources and manner of communication with indicating necessary technical means of
communication

negligence, moreover, some organisations did not indicate alternative area for dislocation that would
allow for continuity of functioning in case of threatening situation.
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No. Operation

8. | Indicating major threats that may be encountered during implementation of procedure and
the manner of making records (documentation of implemented projects).

9. Indicating documents of a higher rank constituting the legal basis for the developed
procedure.
10. List of attachments.

The source: Personal elaboration on the basis of Falco, Joe, et al.: IT Security for Industrial Control
Systems, NIST IR 6859, 2003, http://www.isd.mel.nist.gov/documents/falco/ITSecurityProcess.pdf.

4, “Cloud” computing as a multi-level service

“Cloud” computing is a set of different I'T services provided in virtual cyberspace
[24, 25, 26]. It creates favourable conditions for the development and functioning
of different types of organisations — especially with limited potential or in special
cases — through the use of widely available ICT infrastructure and available infor-
mation resources. Both public authorities as well as other organisations important
for the national defence and security - may use those services provided by external
organisations. The above mentioned services may include not only access to ICT
infrastructure adapted to the needs of a user but also provide access to selected ap-
plications. “Cloud” computing [3, 27, 28] is related to virtualisation of information
services in compliance with relevant principles, like:

a) virtualisation of information resources allowing for their dislocation

b) providing access to dedicated resources for every registered user including

flexible scaling system and meeting the particular needs of a given organisa-
tion (nominated post holder)

c) automatic creation of new virtual resources as well as deleting the existing

ones.

It is important to note that fees for particular services provision will be charged
only for actually used resources. “Cloud” computing is the result of a long-term
process beginning with the use of computers with great amount of computing
power of the mainframe type by the so called subscribers using remote dedicated
resources. First network solutions created the possibility for both individual as
well as group users to freely operate in local and wide area networks. Network
infrastructure [29] allows for virtualisation of an organisation and “flattening”
of its organisational structures by means of free access provision to different
information resources (with restricted access rights) regardless of its place in
organisational structure.
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Utility applications / PaaS/API

Data centres/Daa$S

Telecommunications platform

Fig. 2. Service levels available in “cloud” computing!®

“Cloud” computing becomes an attractive offer of modern services, which streng-
then the potential of every organisation (Fig. 2) taking into account its different levels!!
, which specify the scope of such service by means of:

a) providing access only to technical infrastructure (the so called Iaa$S for

instance the Amazon platform),

b) making use of selected, dedicated applications (the so called Paa$, that is

Taa$ + applications for instance the Microsoft),

¢) maintaining and providing access to data centres (the so called Daa$, that

is PaaS + data resources),

d) maintaining and providing access to tools for creation of individual applica-

tions (the so called API, that is DaaS + PaaS).

The above mentioned service levels specify their character beginning with
provision of short-term access to technical infrastructure resources and creation

10 Personal elaboration on the basis of: A. Mateos, J. Rosenberg, Chmura obliczeniowa. Rozwigzania
dla biznesu, Wyd. Helion, Gliwice 2011.

11 ytl1} Taas (Infrastructure as a Service), Paas (Platform as a Service), SaaS (Software as a Service),
CaaS (Communications as a Service), DaaS (Data as a Service), API (Application Programming
Interface).
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of individual applications as well as the use of standard applications. Taking into
account the ICT infrastructure as an essential component of critical infrastructu-
re — one can say that in case of crisis management systems it will mean not only
improvement of the ICT environment, but most of all increase of the level of in-
formation continuity. As far as organisational aspect is concerned, it is possible to
provide access to selected resources from any place in the network of the Internet
type or from corporate networks according to the expected security level. Moreover,
it should be emphasized as well that significant costs reduction is clearly visible here,
meeting the scalability criterion and integrating different solutions and individual
data resources!2, as well as resources of selected co-producers of particular processes
under crisis response system. Even rough analysis of “cloud” computing properties
indicates a possibility of reducing expensive IT investments due to access to ICT
infrastructure and related services according to actual value of dynamically scalable
service meeting the organisation requirements. It seems that both big organisations
as well as structures of public administration may be cloud computing beneficiaries.
With the use of cloud computing services they may quickly response to any changes
in the environment (crisis situations, threats) according to the scalable demand!3.
Especially decisions delays described in chapter 3 can be managed by using cloud
computing services. Each stakeholder can either read or alter information from any
device (pace of receiving information) as well as from any place (e.g. in the place
where crisis happened).

5. Framework concept of ensuring information continuity of
crisis management systems in the aspect of using services
in cloud computing

Providing authorised entities, acting in geographic dispersion, with access to
IT resources is a challenge that modern organisations of 21st century have to face.
Obviously, in case of crisis management systems, in particular in case of crisis re-
sponse systems, process structures should be preferable as a flexible solution. It is
required by dynamically changing situation [21, 22]. Process architecture emphasizes
equality of cooperating entities and is oriented on quality of purpose carried out in
its entirety with successive verification of information continuity criterion.

12 A possibility of oft-line edition with intelligent synchronization of changes introduced in online
mode constitutes an important element in this area. Moreover, there is neither need to update the
Microsoft Office suite nor to implement relevant software, like the SharePoint®. Generally speaking,
it is possible to edit Office files with easy sharing, files versioning and with no need to create backup
copies.

13 Another significant element, as far as IT resources are concerned, is the possibility of implementing
the so called go-to-market strategy without geographical and investment restrictions.
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The CC class services'* enabling access to information of different resource
types dispersed territorially, without clear time restrictions — constitute the actual
challenge for the modern crisis management systems. Critical infrastructure, inclu-
ding individual ICT potential of every organisation, is limited to a significant extent.
User/recipient — oriented IT services require access to reliable, integrated and duly
verified private information resources and information resources owned by other
entities. The use of proper information technologies, enabling coordination of mutual
projects implementation in specified period of time becomes a strategic purpose.

A

Historical data

Operational
data systems OLTP

Fig. 3. Integration of information resources with the use of CC class services (personal elaboration)

Modern management and crisis response systems!> should emphasize elimina-
tion of information barriers [12]. The CC class services enable an on-line response

14 Available in ,,cloud” computing.
15 S. Klicinski, Problemy implementacji podejscia procesowego, ISBN 978-83-7011-969-0. Wyd. UE,
Wroclaw 2009, p. 58.
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and allow for exploration of environment resources in case of shortcomings in
personal potential. Those services may enable integration of decisions and actions
with decentralised decision-making process. Inclusion of relevant security me-
chanisms provides every entity with certain guarantee of maintaining expected
level of information continuity'¢. Moreover, a possibility of participating in global
(multi-entity) process, which enables the maintenance of operations integrity with
decentralised decision-making process is also worth mentioning. Both OLTP!7 as
well as OLAP!8 class systems (Fig. 3) become the basis for changes of contemporary
organisations as entities operating under crisis situations. As a result of “horizontal”
cooperation between processes and striving to reduce the risk of loss of information
continuity competence and decision-making transparency is required. Integrated
IT management systems are the tools that require information and decision-making
arrangement (meta-data repository) in different areas of decision-making process!®.

Tools and OLTP and OLAP class IT systems [1, 2] ensure continuity and effecti-
veness of functioning, conditional upon access to updated information on personal
and cooperating entities’ capabilities. Due to such solutions a strong reorientation to
implementation of common tasks and the use of dispersed resources with possibility
of ongoing monitoring and control of time, resources condition, costs and effects of
operation is possible. Communication improvement as well as cooperation with the
use of tools of “workflow” type in network model are meaningful as well.

OLTP class systems are not sufficient therefore it is important to search for
certain models of functioning. BI class systems2? constitute important system
supplementations, which may generate not only long-term evaluations, but also
support knowledge discovery. Collected historical data after proper arrangement
enable a possibility to conduct multi-sectional analysis according to any criteria
(attributes/dimensions, including time, place, object and subject of operations and
the like), which may mean multidimensional evaluation including strong timely
requirements and predicted situation in the future with the use of proper tools?!).
Those systems ensure dynamic model of functioning of organisation due to access
to IT resources?? on-line (with the use of CC services) in proper time and place or
according to settled schedule in the sphere of monitoring of the state of the use of

16 Information continuity is a component of system continuity within the meaning of material, energetic
and similar continuity of implementation of processes under dynamically changing conditions.

17 On-Line - Transaction - Processing (on-line IT systems).

18 On-Line - Analytical - Processing (IT, analytical systems supporting analysis and data mining the
so called DM).

19 DSS (Decision Support Systems).

20 Business Intelligence, that is ,,providing the right information to the right person at the right time”.
Dashboards

21 Dashboards.

22 Vide big data and future-predicting algorithms.
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particular processes and reporting the occurrence of emergency situations?3. The
use of such models is conditional upon clear map24 of major (basic) processes of
strategic importance, as well as auxiliary (supporting), which are complementary
to the major processes.

Process strategy aims at ensuring continuity in implementation of particular
processes with complete identification of map of every process including the time
and the scope of operations of particular co-producers with their mutual trust.
Participation of different entities/contractors/subcontractors requires access to
updated information in order to reduce costs of business operations and improve
effectiveness [8]. Effective operations under such conditions require collecting data
in database and data warehouse. Process organisation implemented under the “clo-
ud” computing emphasizes a possibility of cooperation between different entities
dispersed locally and globally?>.

Effectiveness of crisis response processes is related to value added for every
“participant” according to his competence and experience as well as value of infor-
mation resources located in the “cloud”. Personal information resources as well as
professional exposure in the Internet are of significant importance to the creation
of personal level of information security as well as functioning continuity, as well as
quick resumption of information on environment, influencing effective functioning
in territorially unrestricted area for instance proposals on WWW on the basis of the
contents of OLTP and OLAP class systems of particular processes2® Systems available
under CC services using mechanisms of data mining?” may constitute effectiveness
increase platform for contemporary organisations.

6. Conclusion

CC services allow for creation of secure organisations. It is very important for the
sake of virtualisation of actions and integration of different processes directly conditio-
nal upon access to information resources. CC class services eliminate access barriers.
It is possible to use external services in case of the crisis management systems. New
perspectives appear both in the sphere of autonomic organisations as well as those,
which enter into alliances with the environment. Uniform and unambiguous/updated
information resources reflecting operations of different dispersed entities, but joined

23 portal BI.pl

24 Strategia X-engineeringu.

25 T. Kopezynski, Outsourcing w zarzgdzaniu przedsigbiorstwami, PWE, Warszawa 2010, s. 116.

26 1.J. Lambin, Strategiczne zarzgdzanie marketingowe, PWN, Warszawa 2001, p. 304.

27 One of the means for analysis and presentation concerning data collected in the “cloud” computing
may be a cluster analysis consisting in examination of data distribution according to the location
criteria. The process coordinator may go deep into the analysis of causes. Such tools become of
strategic importance as far as information effectiveness is concerned.
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by common purpose/process, may become the source of improvement. IT systems
available under CC (OLTP, OLAP, DM) may be the basis for effective operation and
decision-making activity in the crisis management and crisis response systems. It is
important to bear in mind an integration of different process classes perceived as sys-
tems providing support under internal and external relations. CC services strengthen
the potential of organisation and may influence an increase of information continuity.
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WYBRANE PROBLEMY KONTYNUAC]I INFORMACY]NE] SYSTEMU
ZARZADZANIA KRYZYSOWEGO W ZWIAZKU Z UZYCIEM
KOMPUTEROWE] CHMURY

Streszczenie: Ustugi CC sg aktualng propozycja dla wirtualizacji dziatan, a jednocze$nie integracji
réznych proceséw bezposrednio warunkowanych dostepem do zasobdw informacyjnych. Ustugi
klasy CC moga eliminowa¢ bariere dostepu oraz umozliwia¢ wykorzystanie zasobow informacyjnych
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w relacjach wewnetrznych i zewnetrznych dla systeméw zarzadzania i reagowania kryzysowego. Ustugi
CC mogg istotnie wzmocni¢ potencjal organizacji, a takze sprzyja¢ wzrostowi informacyjnej ciagto$ci
dziatania poprzez wykorzystanie wielu sprawdzonych, zaawansowanych aplikacji.

Slowa kluczowe: cigglo$¢ dziatania, informacyjna ciaglo$¢ dziatania, systemy zarzadzania kryzysowego,

chmura obliczeniowa, sytuacja kryzysowa/kryzys, bezpieczenstwo informacyjne, wirtualizacja zasobow,
ustugi w chmurze
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