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Abstract. Summary of issues and justification for taking up the topic The basic goal of the article is to
emphasize the importance of Industry 4.0, which intersects with today’s reality. The fourth industrial
revolution combines the concepts of classical and digital technologies, using the industrial Internet of
Things. Every activity carried out using technology requires an appropriate flow of all types of information
to ensure data security. The article also shows the importance of the Information Security Management
System, because the amount of data processed using information technology is huge. Nowadays, society
systematically shares its data without thinking about the consequences. Increasingly, personal data is
equated with currency, as in order to obtain a discount or future financial benefits, data is shared regardless
of the consequences. The Information Security Management System requires continuous improvement of
organizations processing data about identified or identifiable persons. However, independent verification
and consent to data processing are also extremely important.
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Abstrakt. Podstawowym celem opracowania jest podkreslenie istotnosci Przemystu 4.0, ktéry przenika sie
z dzisiejsza rzeczywistoscia. Czwarta rewolucja przemystowa sprawia, ze koncepty technologii klasycznych
i cyfrowych tacza sie, wykorzystujac w swoim dziataniu przemystowy Internet Rzeczy. Kazde dziatanie
realizowane za pomoca technologii wymaga odpowiedniego przeptywu wszelkiego rodzaju informacji w celu
zapewnienia bezpieczenstwa danych. Artykut ukazuje réwniez znaczenie Systemu Zarzadzania Bezpieczen-
stwem Informacji, ilosci bowiem przetwarzanych danych z wykorzystaniem technologii informatycznych
sg ogromne. Obecnie spoteczenstwo bardzo czesto ujawnia swoje dane, nie myslac o konsekwencjach.
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Coraz czesciej dane osobowe utozsamia sie z waluta, poniewaz w celu uzyskania rabatu lub przysztych
korzysci majatkowych udostepnia sie dane bez wzgledu na skutki. System Zarzadzania Bezpieczeristwem
Informacji nawotuje do ciggtego doskonalenia organizacji przetwarzajacych dane o osobach zidentyfiko-
wanych lub mozliwych do zidentyfikowania. Niezmiernie wazna jest jednak takze samodzielna weryfikacja
i zgoda na przetwarzanie danych.

Stowa kluczowe: Przemyst 4.0, System Zarzadzania Bezpieczenstwem Informacji, jakos$c, dane osobowe,
zarzadzanie

Introduction

The article presents the qualitative aspects of Industry 4.0 in the context of impro-
ving the Information Security Management System. The main aim of the article is
to draw attention to the growing position of information technologies operating on
the basis of all types of information, as well as to indicate the directions of current
technological trends taking into account good practices encouraging continuous
improvement. It is assumed that information technologies affect the Information
Security Management System. The analysis of available literature and empirical
research allowed for the creation of recommendations and assessment of the current
state of the Information Security Management System in public and private sector
entities and the indication of directions of changes in order to increase the quality
of processed information using what the fourth industrial revolution has to offer.

The article discusses issues related to the Information Security Management System
in public and private sector entities, taking into account the aspects of Industry 4.0 and
factors enabling the improvement and continuous increase in the quality of processed
data. The justification for choosing the topic of the article and undertaking research
in the scope indicated above is the limited number of documents, studies and litera-
ture on the described topic and insufficient awareness of people processing the data.

For the purposes of this article, theoretical and empirical methods were used.
In terms of theoretical methods, mainly: analysis of available literature, synthe-
sis, inference and analogy. Empirical methods allowed for the verification of the
theoretical elements of the article and made it possible to learn the opinions and
experiences of individual public and private sector entities regarding the qualita-
tive aspects of Industry 4.0 as determinants of improving the Information Security
Management System.

1. Industry 4.0 - the fourth industrial revolution

The term Industry 4.0 is associated with the fourth industrial revolution, also
called the fourth generation industry. This means a transition from an industry
based on computers and automation of logistics processes to an industry using the
Internet and new technologies, which are increasingly integrated into human life.
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Industry 4.0 is the next stage of socio-economic changes in the world, which
follows breakthrough discoveries defining the framework of previous revolutions
(see Table 1).

Table 1. Industrial revolutions

The invention of the steam engine and the

INDU.STRY 1.0 . late 18th and early development of the machine industry, which
(1st Industrial Revolution) 19th century ) .
began to replace factories and craft production
INDUSTRY 2.0 second half of the Electricity (electric engine) and combustion
(2nd Industrial Revolution) 19th century engine as two new energy sour.ces; develop-
ment of mass production
INDUSTRY 3.0 The development of electronics and informa-

since the late 1960s | tion technology, which resulted in the auto-

(3rd industrial revolution) mation of industry

Systemic use of information technologies,

further development of automation, cyber-

-physical systems, Internet of Things, Internet

of Services, smart factories, new generations
of robots, etc.

INDUSTRY 4.0 postulated
(4th Industrial Revolution) since 2011

Source: own study based on: Logistics manager, 2019, p. 106

The development of information systems has undoubtedly been and is deter-
mined by computer technology, and technological evolution has influenced the
modernization of techniques used in information processes, i.e. processing, trans-
mitting and storing information. The creation of IT systems, which is a consequ-
ence of the information revolution, has resulted in more processes taking place in
organizations or activities carried out every day being supported by IT systems
integrating with social media due to the development of IT systems (Szczepaniuk,
2016, p. 59). It is worth noting that these media provide access to all information
and become a non-state player influencing the ongoing decision-making processes
(Ciekanowski, Nowicka, Zaloga, 2018, p. 199).

The turn of the 20th and 21st centuries is an increase in the amount of infor-
mation generated and processed and the permanent development of technology
creating a network infrastructure based on access to data and their exchange, i.e.
connecting the IT system with information (Ciekanowski, Nowicka, Zaloga, 2018,
p. 199).

The industrial revolution focusing its attention on the systemic use of information
technologies, which seemed to be the future a few decades ago, is now the present. Smart
technology has revolutionized both industry and everyday life. Decisions that were
once made only by humans can now be, and often are, made by intelligent machines.
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Industry 4.0 technologies can also include (Leidel, 2017, pp. 18-20):

- artificial intelligence;

- additive printing (3D printing);

- digital twin and digitization of production;

- cloud computing;

- Big Data;

- virtual and augmented reality;

- collaborative robots;

- mobile robots;

- RFID;

- mobile interfaces;

—  blockchain;

- geolocation.

All subsequent generations of I'T systems increase the scope of their operations,
becoming more useful and functional. The fourth industrial revolution is leading
the way for the society of the future. This means the integration of the above-men-
tioned IT systems, intelligent machines and systemic changes in production, which
will contribute to the increase in the efficiency of production processes and the
development of information technology, the aim of which is to reduce human work
and perform many activities in a short time, and also to overcome insurmountable
barriers and implementation of visualized plans for the future. The fourth industrial
revolution also means responsibility for directing the course and development of
information technologies.

Information technologies provide easy access to knowledge and culture, and
enable more efficient time management by using services without leaving home.
Technologies are also intelligent machines that improve things and they take action
for people. However, information technologies also facilitate huge data flows within
countries and abroad.

However, some industries do not take full advantage of what modern technological
development has to offer. This is usually caused by the lack of appropriate qualifica-
tions of employees and the so-called industrial policy conditioned by the processing
of huge amounts of data. Industry 4.0 is a concept that completely changes the current
operating model of both service and industrial enterprises. The fundamental change
is the amount of current (existing) data received on an ongoing basis and processed
in real time. This change affects the supervision of the state of technological processes
(control processes), and in the future it will allow for the estimation of behavior, fle-
xibility of processes and changes in quality parameters. The basic factor proving the
limited willingness to completely interfere with technology in the Polish economy is
low labor costs, which favors the limited implementation of information technologies.
Industry 4.0 is implemented when organizations are adapted to changes and when it
is an economically profitable process (Bondyra, Zagierski, 2019, p. 10).
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Both micro, small and medium-sized enterprises operating on the Polish market
are often not sufficiently developed to implement modern solutions, including the
automation of processes implemented by the organization. Currently, employees
of the organization who manage the organization and are responsible for its profits
must acquire skills in programming processes, creating system documentation
(procedures, instructions, etc.) and transmitting instructions to the machines and
devices involved. Taking a supervisory position in the case of previously implemen-
ted processes may result in dissatisfaction, mainly in the case of employees with
significant generational differences. It seems justified to involve employees willing
to implement changes and further technological development of the organization,
because “Industry 4.0 is, above all, evolution” (Btasiak, 2018).

An additional element influencing changes in modern organizations is the
IT infrastructure, and thus the system that must handle integrated organizational
processes involving machines, devices and robots. Another important aspect is
logistics, i.e. supply chain management involving all processes from the moment the
customer places an order to the delivery of the product or service and the settlement
of this transaction (Bondyra, Zagierski, 2019, p. 10).

The idea of Industry 4.0 indicates that the efficient operation of an organization’s
business models depends on the mutual cooperation of technological solutions and
those appropriate for traditional business development. The use of modern digital
technologies will allow to connect and manage your enterprise in an optimal way.
Additionally, the development factors of Industry 4.0 include (Bondyra, Zagierski,
2019, p.10):

- increase in investment processes enabling the transformation of business

models into an integrated environment;

- increased awareness of the future benefits resulting from the implementation

of the idea of Industry 4.0 at the level of various types of organizations;

- effective supply chain management and properly correlated with the pro-

duction process;

- competent, properly educated and trained IT staff who constantly improve

their skills;

- change in lifestyle, profile and mentality of consumers, which will affect

enterprises;

- meeting customer expectations in terms of modern technological solutions;

- increase in economic profitability resulting from the solutions offered by

Industry 4.0;

- changing the model of the country’s industrial policy,

- focus on promoting solutions in the field of Industry 4.0;

- the influence of research institutions and universities on the creation of

modern solutions for implementing ideas characteristic of Industry 4.0.
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Industry 4.0, from a technological perspective, is part of a complex of new and
constantly developing technologies creating current and future changes. Techno-
logical innovation enables the use of modern management and information pro-
cessing methods, which are an inherent element of modern times. It is also worth
noting that Industry 5.0 is being mentioned more and more often, which focuses on
a more advanced use of human skills with intelligent systems and the technological
potential of the created robots.

The ongoing changes characteristic of both industries undoubtedly pose a huge
challenge to the integration of I'T and technological systems. Because artificial intel-
ligence, robotics, development of IT systems and the Internet of Things must work
harmoniously. The philosophies of both industries involve collecting and processing
huge amounts of information. Therefore, it is necessary to maintain data security
and protect against cyberattacks.

2. Adapting the organization to the economic requirements
of Industry 4.0

The ongoing industrial revolution is changing the foundations of how companies
operate, their processes and organizational structures. Many employees are replaced
by artificial intelligence or automated machines and devices, but in order to create
contemporary and future competitive advantages, it is necessary to increase innova-
tion. However, the possibilities of enterprises to adapt to the changing guidelines
for competing in terms of innovation are different, as are the types of technologies
used that are characteristic of Industry 4.0 (see Figure 1).

50
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35 31.9
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25
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15 12.6 11.7

10 5.2
5

cloud Internet Big Data Big Data artificial
computing  of Things  acquisitin analysis intelligence

Fig. 1. Enterprises using technologies typical of Industry 4.0 (in % of surveyed enterprises)
Source: own study based on: GUS, 2023



Qualitative aspects of Industry 4.0 as a determinant of the improvement... 81

Analyzing Figure 1, it should be noted that the most frequently used technology
typical of Industry 4.0 among enterprises is the Internet of Things, which is used in
many processes (43.2%). Research conducted by the Central Statistical Office sho-
wed that cloud computing is used by 31.9% of the surveyed organizations. 12.6% of
respondents obtain Big Data data, but only 5.2% of them analyze it, which indicates
that the acquired data is only stored by organizations and does not serve a higher
purpose. In turn, artificial intelligence, i.e. intelligence demonstrated by artificial
devices, was used by 11.7% of enterprises.

Research conducted among Local Government Units (LGUs) regarding the use
of modern technologies is presented in Figure 2. These studies took into account
the responses of respondents from various units located in Poland. The diagnostic
survey method was carried out using a survey questionnaire. The results obtained
from the conducted research allowed us to determine the extent to which local
government units use the indicated digital technologies:

- employee working time monitoring systems;

- cloud computing;

- video monitoring;

- biometric gateways (face recognition system);

- monitoring systems for entrances to specific rooms;

- settlement and recording systems;

- fingerprint readers;

- systems for reporting irregularities;

- devices, applications and platforms using the Internet of Things;

- technologies that provide Internet services;

- profiling systems;

- monitoring of e-mail IT systems;

- monitoring of IT systems and software used;

- website monitoring;

— access cards;

- identity verification for access control.

Local government units most often use technologies that provide Internet
services. 75% of respondents answered yes. 64% of local government units use video
monitoring, and 54%, i.e. more than half of local government units, use monitoring of
IT systems and software used in their activities. Many organizations also use website
monitoring (43%) and e-mail IT system monitoring (40%). It should be noted that
all technologies highlighted in the survey question are used by local government
units. However, entities use biometric gateways (1%), profiling systems (3%) and
devices, applications and platforms using the Internet of Things the least frequently.
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It is worth noting that Internet of Things, which is the most frequently used
technology typical of Industry 4.0 for the surveyed enterprises, is the least frequ-
ently used technology for local government units. The discrepancies may result
from differences taking into account the diversity of processes implemented or the
level of technological advancement in the indicated organizations. Therefore, we
can see greater interest in technology or greater possibilities of using technology
in enterprises compared to public entities. An additional advantage of enterprises
may be better trained and qualified staft representing technological branch and
expenditure on technology development (see Figure 3).
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Fig. 3. Level of expenditure on Industry 4.0 technologies (in % of surveyed enterprises)
Source: own study based on: GUS, 2023

Research indicates that changes in the level of expenditure on modern techno-
logies have increased in terms of the implementation, maintenance and expansion
of Industry 4.0 (28.3%). The largest share falling within the scope of the described
group of enterprises falls on units in which the level of expenditures in the examined
period increased by no more than 50%, and the smallest among units in which the
level of expenditures increased by more than 100% (20.8% and 3.1%, respectively).
47.4%, i.e. almost half of the surveyed enterprises, kept their investment expenses
at a similar level.
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Local government units indicated that the most likely implementation plans are
related to systems for reporting irregularities (related to e.g. corruption or lobbying
companies). 20% of respondents plan or rather plan to implement the mentioned
technology. In turn, 10% of respondents are willing to implement the following
technologies: cloud computing, systems for monitoring entrances to specific rooms
and website monitoring. The vast majority do not plan or rather do not plan to
implement biometric gateways (88%), profiling systems (78%), fingerprint readers
(69%), devices, applications and platforms using the Internet of Things (67%),
cloud computing (62%) , systems monitoring entrances to specific rooms (52%)
and identity verification for access control (50%).

Research shows visible differences between enterprises and public organizations
in terms of interest in modern technologies. It should be noted, however, that the
continuous development and increasing importance of technologies representing
Industry 4.0 means that both private enterprises and public institutions are obliged
to implement activities based on information technology. It is reasonable for orga-
nizations to implement their processes using what modern technological progress
offers, in order not to be digitally excluded and to build a competitive advantage.
Very often, changes taking place in the processes implemented by organizations
are conditioned by the obligation, for example, to submit documents electronically.
Therefore, a large amount of data processed using technology must be properly
secured, which is handled, among other, by: Information Security Management
System (ISMS).

3. Relevance of ISO 27001

Information is one of the most valuable assets of an organization, therefore
ensuring its security should be a priority for enterprises, regardless of the type of
business activity. The implementation of the ISO 27001 standard (Information
Security Management System) guarantees the most comprehensive method that
ensures the quality of processed data.

Most organizations have their own control mechanisms, which should be effective
in order to be able to implement all the provisions of the General Data Protection
Regulation (GDPR). Thanks to appropriate safeguards, the organization’s stakehold-
ers can be sure that their data is properly processed. However, proper information
security management must demonstrate conscious controls that are effective and
provide real protection of I'T resources.

The implementation of the ISO/IEC 27001 standard ensures high-quality aspects
of threat identification and the introduction of appropriate safeguards to protect
against information security breaches. These safeguards can be developed based on
the organization’s experience, effectively conducted risk analysis and practices used
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by other enterprises. The ISO 27001 standard (ISO/IEC 27001) is an international
standard that standardizes (normalizes) Information Security Management Sys-
tems. This standard presents requirements for the establishment, implementation,
maintenance and continuous improvement of an Information Security Manage-
ment System. The ISMS also contains guidelines for estimating and dealing with
information security risks (Resilia, 2022).

The areas of the ISO 27001 standard affecting information security include the
following:

- organizational security area;

- people security area;

- physical security area;

- technological security area.

The comprehensive nature of the standard means that there are many benefits
from its implementation. The most important of them include (Resilia, 2022):

- maintaining data privacy and integrity;

- ensuring that information is adequately protected;

- strengthening the organization in the event of various types of incidents;

- increased awareness of the organization’s employees about threats and the

obligation to use important safeguards;

- meeting the expectations of stakeholders and meeting these expectations;

- meeting legal requirements;

- increase in competitive position;

- supervision of data processing processes;

- increase in the quality of services;

- avoiding financial losses resulting from data breaches;

- increased credibility and trust of the organization’s stakeholders.

Information security management and personal data protection aims to mini-
mize the risk of theft, negative use of data or loss of data. Increasing the security
of information and personal data is a series of activities aimed at determining
procedures for securing data and information. Qualitative standards that constitute
determinants of ISMS improvement include:

- procedures;

- organization policy;

- operating instructions;

- audits;

- services of a personal data protection inspector;

- social engineering tests;

- training;

- security measures used;

- risk analysis.
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These possibilities are additionally complemented by knowledge obtained from
international standards, relevant acts and GDPR. Information Security Management
System - ISMS, operating on the basis of international standardizing standards,
indicates the model of the continuous improvement cycle (PDCA) in accordance
with the concept of W.E. Deming (Wotowski, Zawita-Niedzwiecki, 2012, p. 35):

- Plan - plan, establish an ISMS;

- Do - act, implement and establish an ISMS;

- Check - check, monitor and review the ISMS;

- Act - perform, maintain and improve the ISMS.

In its principles, the continuous improvement cycle strictly refers to quality
management and involves using the right approach to implementing specific activities.
It can therefore be used to improve the Information Security Management System.

Information, including personal data, penetrates I'T systems regardless of geo-
graphical, cultural or political boundaries. Christopher Kuner very aptly compares
the contemporary flow of information in an IT system to “liquid in a pipeline
systemy’, leading to positive and negative consequences on many levels, e.g. in the
individual sphere (meeting individual needs), in the social sphere (e.g. issues related
to freedom statements), corporate, medical or official spheres (Kuner, 2013, p. 102).

A system based on ICT means that the data obtained and transmitted, as well
as information management, enable the achievement of specific goals important
for the organization. Achieving goals is effective if companies use appropriate safe-
guards to limit the negative impact of modern technologies. The use of appropriate
standards in the use of technology will enable the organization to operate efficiently
and contribute to its development.

Conclusions

The Information Security Management System is a comprehensive approach to
data security, which is why organizations should strive to implement the ISO 27001
certificate. Digital progress, including modern business practices and Industry 4.0,
are becoming more and more popular. The implementation of all the requirements
of the standard makes it possible to accept and influence the next industrial revo-
lution. The dependence of process implementation on digital technologies makes
it necessary to carry out more detailed controls and introduce protections against
highly advanced information security threats. Organizations should strive to build
their own competitive position, which depends on the security measures used.
Business continuity is also a value provided by the ISMS.

More and more organizations decide to implement the ISO 27001 certificate,
which certifies the high-quality implementation of all activities related to the identi-
fication of threats and the introduction of appropriate safeguards to protect against
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information security breaches. Unfortunately, this mainly applies to manufacturing
or service companies. The number of implemented certificates for compliance with
the ISO 27001 standard in the public administration sector is small compared to
other sectors.

It is important to understand the following changes and their impact on the
organization. Only knowing the positive aspects and fighting the negative aspects
of digital technologies can lead to the appropriate level of information security. The
use of good practices and the implementation of standards from the 27000 family
will ensure the continuity of the organization’s operation and its improvement.
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